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Abstract: Anomaly detection is proving to be a key capability in energy Internet of things(IoT) scenarios such as indus-
trial equipment fault monitoring, enabling IoT systems to identify abnormal patterns in time-series data in real time,
thereby improving system security, stability, and operational efficiency. However, the scarcity of time-series data is emerg-
ing as a major bottleneck limiting model performance, mainly due to the high cost of acquiring high-quality labeled data
and the limited data collection conditions in industrial production, which make it difficult to cover all possible scenarios.
Traditional data augmentation methods are increasingly being regarded as inadequate for capturing the complexity and di-
versity of abnormal events, further constraining the performance of detection models. To address these issues, a data aug-
mentation method based on time-series generation was proposed to enhance the anomaly detection capability of models
under data-scarce conditions. The method utilized a variational autoencoder generative model to synthesize realistic and
diverse time-series data from limited samples, thereby mitigating the impact of data scarcity on model performance and
significantly improving the robustness and accuracy of anomaly detection. Experimental results demonstrated that the pro-
posed method exhibited good adaptability in energy loT scenarios such as smart manufacturing, providing effective tech-
nical support for building efficient and intelligent anomaly detection systems.
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