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Abstract: With the rapid growth of sensitive data in the Internet of Things (IoT), covert communication has become an
important security mechanism by hiding the very existence of wireless transmissions. In this context, the detection and
communication performance of [oT covert communications were analyzed when a disco reconfigurable intelligent surface
(DRIS) was deployed by the warden Willie. Owing to the randomly time-varying reflection coefficients of the DRIS, the
effective channel at the receiver was no longer approximately constant within one coherence block, thereby inducing ac-
tive channel aging (ACA) and causing channel state information mismatch. To address this scenario, a detection rule for
Willie tailored to time-varying DRIS-assisted channels was developed. Under non-equiprobable prior probabilities, the to-
tal detection error probability was used to characterize the detection performance, while the signal-to-jamming-plus-noise
ratio (SINR) was used to evaluate the communication performance. The optimal detection threshold and the correspond-
ing analytical expressions were further derived. Numerical results showed that, at a transmit power of 5 dBm, compared

with the no-DRIS scheme, the DRIS reduced Willie's total detection error probability by approximately 63.4% while de-
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creasing Bob's achievable rate by about 41.9%. Although a fixed RIS improved the achievable rate by approximately

5.7%, its total detection error probability was 8.43 times that of the no-DRIS scheme. These results indicate that DRIS can

simultaneously enhance Willie's detection capability and impair the legitimate covert link, thereby posing a serious secu-

rity threat to IoT covert communications.
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